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Ifl&fORANDUlf FOR THE CHIEF OF ST/iF: 

Subject: Security of iigncl jo;a;;.uriicc.tionr.. 



1« Considerable evidence has been anassed in -the oast 10 days 
indicating that State Deoart-.ient codes hove certainly bvc-n jeopardized. 
Equally strong evidence indicates the probability that ailit&xy intel- 
ligence codes, at least those in effect prior to "arch 1 , have been 
compromised. It is not improbable that the cooes and ciphers now 
being used by theater commanders have likewise been compromised a 

2. The State Department has been ^prized of the situation in- 
sofar as their code is concerned. ’.That action v.ill be taken by the 
State Department in regard to their own codes apparently has not yet 
been determined. The military attache codes v ere changed Llarch 1 , and 
this will give us a temporary measure of security. 

» 

3. The situation insofer as commanders of active theaters is 
concerned is sufficiently serious to warrant immediate and radical 
action. In the past the Ifor Department for a. variety of reasons, 
none of which are either sound or defensible, hr s stuck to the laay 
man's way. of having one code with a wide distribution in use, with 
the result that if the code is compromised in one place, then every 
message from any place* in the world runs the risk of being intercepted 
and read* It ia vital that we now initiate a system which will pro- 
vide lateral communication between theater coruv> u'trs and at the same 
time we have vertical systems of cn..-iun : c-.-tion in different codes 
between theater commanders end >.ashi: gton cc the t if a. code be cash* 
promised in one theater it will not affect & » :rations in another. 

This system, coupled with <a freguent change in codes and cinhors, 
should afford a reasonable degree of security. . 

4. It is recommended that: 

a. Immediate steps be taken to provide six separate and. 
distinct systems of codes and ciphers; t;.cce six systems to be 
put in effect at the earliest possible date es follows: 
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Between Washington and London 
A different system between Washington and North 
Another system between Washington and the Middle East 
Another system between Washington and the Southwest 
Pacific 

A still different system between Washington and 

Chungking 

A still different system to be used only in case 
oi necessity laterally between theater com- 
manders; this system for the time being to be 
common to all theaters* 

b. The foregoing is merely the first step, which must be .sup- 
plemented by further application of the same principles just as 
soon as codes and ciphers can be prepared and adequate steps taken 
in the Y«ar department Classified Message Center to handle the 
additional codes. 

c. Upon approval of the foregoing, this pacer be returned 

to Security Control for implement atl * 
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GEO. V. STRONG, 
Major General, 
Joint Security Control, 
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APPROVED 

Bjf order of the Seer etnr*r n r y 

JOSEPH T. MrlMRSEY 
Chief of Si"? 
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Col. G.S.C., •dtoi. See. ir . it. 
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